
AMENDMENT TO RULES COMMITTEE PRINT 115– 

80 

OFFERED BY MRS. MURPHY OF FLORIDA 

Page 102, after line 13, insert the following: 

SEC. 2509. REPORT ON DEEP FAKE TECHNOLOGY. 1

(a) REPORT REQUIRED.—Not later than 180 days 2

after the date of enactment of this Act, the Director of 3

National Intelligence, in consultation with the heads of the 4

elements of the intelligence community determined appro-5

priate by the Director, shall submit to the congressional 6

intelligence committees a written report on the potential 7

impact to national security of deep fake technology. 8

(b) ELEMENTS.—The report under subsection (a) 9

shall include— 10

(1) an assessment of how foreign governments, 11

including foreign intelligence services, or foreign in-12

dividuals could use deep fake technology to harm 13

United States national security interests; 14

(2) a description of any confirmed or suspected 15

use of deep fake technology by foreign governments 16

or foreign individuals aimed at the United States 17

that has occurred to date; 18
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(3) an identification of the counter-technologies 1

that have been or could be developed and deployed 2

by the United States Government, or by the private 3

sector with Government support, to deter and detect 4

the use of deep fake technology by foreign govern-5

ments or foreign individuals, along with an analysis 6

of the benefits, limitations and drawbacks of such 7

counter-technologies, including any concerns related 8

to privacy; 9

(4) an identification of the element of the intel-10

ligence community that has, or should have, lead re-11

sponsibility for monitoring the development of, use 12

of, and response to deep fake technology; 13

(5) recommendations regarding whether the in-14

telligence community requires additional legal au-15

thorities or financial resources to address the threat 16

posed by deep fake technology; and 17

(6) any other information the Director believes 18

appropriate. 19

(c) FORM OF REPORT.—The report required under 20

this section shall be submitted in both classified and un-21

classified forms. 22

(d) DEEP FAKE TECHNOLOGY DEFINED.—In this 23

section, the term ‘‘deep fake technology’’ means the full 24

VerDate Nov 24 2008 14:13 Jul 03, 2018 Jkt 000000 PO 00000 Frm 00002 Fmt 6652 Sfmt 6201 C:\USERS\HCROSS\APPDATA\ROAMING\SOFTQUAD\XMETAL\7.0\GEN\C\MURPST~1.XM
July 3, 2018 (2:13 p.m.)

G:\M\15\MURPST\MURPST_059.XML

g:\VHLC\070318\070318.144.xml           (701152|2)



3 

range of hyper-realistic digital falsification of images, 1

video, and audio. 2

◊ 
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  Page 102, after line 13, insert the following: 
  
  2509. Report on deep fake technology 
  (a) Report required Not later than 180 days after the date of enactment of this Act, the Director of National Intelligence, in consultation with the heads of the elements of the intelligence community determined appropriate by the Director, shall submit to the congressional intelligence committees a written report on the potential impact to national security of deep fake technology. 
  (b) Elements The report under subsection (a) shall include— 
  (1) an assessment of how foreign governments, including foreign intelligence services, or foreign individuals could use deep fake technology to harm United States national security interests; 
  (2) a description of any confirmed or suspected use of deep fake technology by foreign governments or foreign individuals aimed at the United States that has occurred to date; 
  (3) an identification of the counter-technologies that have been or could be developed and deployed by the United States Government, or by the private sector with Government support, to deter and detect the use of deep fake technology by foreign governments or foreign individuals, along with an analysis of the benefits, limitations and drawbacks of such counter-technologies, including any concerns related to privacy;
  (4) an identification of the element of the intelligence community that has, or should have, lead responsibility for monitoring the development of, use of, and response to deep fake technology; 
  (5) recommendations regarding whether the intelligence community requires additional legal authorities or financial resources to address the threat posed by deep fake technology; and 
  (6) any other information the Director believes appropriate.
  (c) Form of report The report required under this section shall be submitted in both classified and unclassified forms. 
  (d) Deep fake technology defined In this section, the term  deep fake technology means the full range of hyper-realistic digital falsification of images, video, and audio. 
 

