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AMENDMENT TO RULES COMMITTEE PRINT 116-
22

OFFERED BY MR. KINZINGER OF ILLINOIS

At the end of title VII, add the following new sec-

tion:

] SEC. 7 REPORT ON INTERNATIONAL MOBILE SUB-
SCRIBER IDENTITY-CATCHERS AND UNITED
STATES NATIONAL SECURITY.

(a) REPORT REQUIRED.—Not later than 180 days
after the date of the enactment of this Act, the Director
of National Intelligence, in consultation with the Secretary
of Homeland Security, the Director of the Federal Bureau

of Investigation, and the heads of other agencies the Di-
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rector of National Intelligence determines appropriate,

[a—
)

shall submit to the congressional intelligence committees

[—
[—

a report describing—
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(1) the threats that international mobile sub-
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sceriber identity-catchers pose to national security
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and, specifically, the safety and security of Govern-
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ment personnel;

[a—
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(2) the prevalence of international mobile sub-
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seriber identity-catchers used by both foreign actors
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and domestic law enforcement within the United
States;

(3) actions taken by Federal agencies, as of the
date of the report, to remove or neutralize inter-
national mobile subseriber identity-catchers installed
by foreign entities, with a primary focus on the Na-
tional Capital Region (as defined in section 2674(f)
of title 10, United States Code);

(4) policy recommendations for Congress to
consider that would empower law enforcement and
the intelligence community to counter such foreign
intelligence operations while minimizing interference
with legitimate domestic law enforcement operations;

(5) the extent to which private entities, as well
as Federal entities not primarily responsible for na-
tional security or homeland security, are able to re-
move, neutralize, or otherwise render ineffective
international mobile subscriber identity-catchers; and

(6) recommendations for new software pro-
orams, or the hardening of existing software pro-
orams, to reduce mobile phone susceptibility to
international mobile subscriber identity-catchers.

(b) ForM.—To the extent practicable, the report

24 shall be submitted in an unclassified, law enforcement sen-

25 sitive form for the purposes of distribution to other con-
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I gressional committees, but may also include a classified

2 annex.
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  At the end of title VII, add the following new section: 
  
  7___ Report on international mobile subscriber identity-catchers and United States national security 
  (a) Report required Not later than 180 days after the date of the enactment of this Act, the Director of National Intelligence, in consultation with the Secretary of Homeland Security, the Director of the Federal Bureau of Investigation, and the heads of other agencies the Director of National Intelligence determines appropriate, shall submit to the congressional intelligence committees a report describing— 
  (1) the threats that international mobile subscriber identity-catchers pose to national security and, specifically, the safety and security of Government personnel; 
  (2) the prevalence of international mobile subscriber identity-catchers used by both foreign actors and domestic law enforcement within the United States; 
  (3) actions taken by Federal agencies, as of the date of the report, to remove or neutralize international mobile subscriber identity-catchers installed by foreign entities, with a primary focus on the National Capital Region (as defined in section 2674(f) of title 10, United States Code); 
  (4) policy recommendations for Congress to consider that would empower law enforcement and the intelligence community to counter such foreign intelligence operations while minimizing interference with legitimate domestic law enforcement operations; 
  (5) the extent to which private entities, as well as Federal entities not primarily responsible for national security or homeland security, are able to remove, neutralize, or otherwise render ineffective international mobile subscriber identity-catchers; and 
  (6) recommendations for new software programs, or the hardening of existing software programs, to reduce mobile phone susceptibility to international mobile subscriber identity-catchers. 
  (b) Form To the extent practicable, the report shall be submitted in an unclassified, law enforcement sensitive form for the purposes of distribution to other congressional committees, but may also include a classified annex. 
 

