
AMENDMENT TO RULES COMM. PRINT 119–33 

OFFERED BY MR. JACKSON OF TEXAS 

In title VIII, subtitle A, add at the end the following 

new section: 

SEC. 8ll. INSIDER THREAT RISK ASSESSMENT AND VOL-1

UNTARY GUIDANCE FOR CERTAIN ARTIFI-2

CIAL INTELLIGENCE CONTRACTORS. 3

(a) ASSESSMENT AND ISSUANCE OF VOLUNTARY 4

GUIDANCE ON INSIDER THREAT RISK REDUCTION.— 5

(1) IN GENERAL.—Not later than 180 days 6

after the date of the enactment of this Act, the Sec-7

retary of Defense shall issue voluntary guidance for 8

covered artificial intelligence contractors to reduce 9

insider threat, espionage, and other personnel-re-10

lated security risks to sensitive artificial intelligence 11

systems and associated development infrastructure. 12

(2) ASSESSMENT AND UPDATED GUIDANCE.— 13

Not later than one year after the date of the enact-14

ment of this Act, the Secretary shall— 15

(A) complete an assessment of the risks 16

described in paragraph (1); and 17
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2 

(B) update the guidance issued under such 1

paragraph based on the findings of that assess-2

ment. 3

(3) CONTENTS.—The guidance required under 4

paragraph (1), including any updated guidance 5

issued under paragraph (2)(B), shall, at a min-6

imum— 7

(A) identify categories of roles, functions, 8

models, training infrastructure, and systems 9

that warrant enhanced security measures; 10

(B) recommend a risk-based framework 11

based on the sensitivity of access and associated 12

national security risks; and 13

(C) address personnel vetting, access con-14

trols, auditing, monitoring, anomaly detection, 15

and protection against insider threats and espi-16

onage. 17

(4) RULE OF CONSTRUCTION.—Nothing in this 18

subsection shall be construed to require a covered 19

artificial intelligence contractor to adopt any meas-20

ure, practice, personnel policy, access restriction, or 21

other safeguard described in the guidance issued 22

under paragraph (1). 23

(5) CONSULTATION.—In carrying out this sub-24

section, the Secretary may consult with covered arti-25
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ficial intelligence contractors, appropriate intel-1

ligence and counterintelligence officials, appropriate 2

elements of the Department of Defense, and other 3

relevant experts. 4

(b) REPORT TO CONGRESS.— 5

(1) IN GENERAL.—Not later than July 1, 2028, 6

the Secretary of Defense shall submit to the con-7

gressional defense committees an unclassified report, 8

which may include a classified annex, on the imple-9

mentation of this section. 10

(2) ELEMENTS.—The report shall include— 11

(A) a summary of the findings of the as-12

sessment conducted under subsection (a)(2)(A); 13

(B) an assessment of gaps and challenges 14

in mitigating the risks identified in such assess-15

ment; 16

(C) a summary of the voluntary guidance 17

issued under subsection (a), including the initial 18

guidance and any updated guidance issued 19

under subsection (a)(2)(B); and 20

(D) any recommendation for additional au-21

thorities, resources, or policy the Secretary de-22

termines appropriate. 23

(c) DEFINITION.—The term ‘‘covered artificial intel-24

ligence contractor’’ means a contractor that develops, 25
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maintains, or operates artificial intelligence systems for 1

the Department of Defense and has access to artificial in-2

telligence systems, models, development infrastructure, or 3

related technical information. 4

◊ 
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Amendment to Rules Comm. Print 119–33


Offered by Mr. Jackson of Texas


In title VIII, subtitle A, add at the end the following new section:


SEC. 8__. Insider threat risk assessment and voluntary guidance for certain artificial intelligence contractors.

(a) Assessment and issuance of voluntary guidance on insider threat risk reduction.— 


(1) IN GENERAL.—Not later than 180 days after the date of the enactment of this Act, the Secretary of Defense shall issue voluntary guidance for covered artificial intelligence contractors to reduce insider threat, espionage, and other personnel-related security risks to sensitive artificial intelligence systems and associated development infrastructure. 


(2) ASSESSMENT AND UPDATED GUIDANCE.—Not later than one year after the date of the enactment of this Act, the Secretary shall— 


(A) complete an assessment of the risks described in paragraph (1); and 


(B) update the guidance issued under such paragraph based on the findings of that assessment.


(3) CONTENTS.—The guidance required under paragraph (1), including any updated guidance issued under paragraph (2)(B), shall, at a minimum— 


(A) identify categories of roles, functions, models, training infrastructure, and systems that warrant enhanced security measures;


(B) recommend a risk-based framework based on the sensitivity of access and associated national security risks; and


(C) address personnel vetting, access controls, auditing, monitoring, anomaly detection, and protection against insider threats and espionage.


(4) RULE OF CONSTRUCTION.—Nothing in this subsection shall be construed to require a covered artificial intelligence contractor to adopt any measure, practice, personnel policy, access restriction, or other safeguard described in the guidance issued under paragraph (1).


(5) CONSULTATION.—In carrying out this subsection, the Secretary may consult with covered artificial intelligence contractors, appropriate intelligence and counterintelligence officials, appropriate elements of the Department of Defense, and other relevant experts.


(b) Report to Congress.— 


(1) IN GENERAL.—Not later than July 1, 2028, the Secretary of Defense shall submit to the congressional defense committees an unclassified report, which may include a classified annex, on the implementation of this section.


(2) ELEMENTS.—The report shall include— 


(A) a summary of the findings of the assessment conducted under subsection (a)(2)(A);


(B) an assessment of gaps and challenges in mitigating the risks identified in such assessment;


(C) a summary of the voluntary guidance issued under subsection (a), including the initial guidance and any updated guidance issued under subsection (a)(2)(B); and


(D) any recommendation for additional authorities, resources, or policy the Secretary determines appropriate.


(c) Definition.—The term “covered artificial intelligence contractor” means a contractor that develops, maintains, or operates artificial intelligence systems for the Department of Defense and has access to artificial intelligence systems, models, development infrastructure, or related technical information.
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