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AMENDMENT TO RULES CoOMM. PRINT 118-10

OFFERED BY MR. VICENTE GONZALEZ OF TEXAS

Add at the end of subtitle C of title XVIII the fol-

lowing:

[E—

SEC. 1859. THREAT RISK ASSESSMENT ON EFFORTS BY THE
DEPARTMENT OF HOMELAND SECURITY AND
DEPARTMENT OF DEFENSE TO PREVENT
CYBER ATTACKS IN TECHNOLOGIES, SYS-
TEMS, AND EQUIPMENT DEPLOYED AT THE
UNITED STATES BORDER.

(a) IN GENERAL.—Not later than 180 days after the

date of the enactment of this Act, the Secretary of Home-
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land Security, in consultation with the Secretary of De-
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fense, shall submit to the congressional defense commit-
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tees, the Committee on Homeland Security of the House
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of Representatives, and the Committee on Homeland Se-
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curity and Governmental Affairs of the Senate a threat
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risk assessment to support the Department of Homeland
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Security to bolster the cyber integrity of technology, sys-
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tems, and equipment used by the Department of Home-
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land Security and the Department of Defense in border
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security operations at the United States border that—
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(1) describes efforts by the Department of

Homeland Security and the Department of Defense
to prevent cyber attacks to technologies, systems,
and equipment in use by U.S. Customs and Border
Protection or active-duty Department of Defense
personnel in deployments to the United States bor-
der; and

(2) assesses the cyber-threat landscape, includ-
ing relating to U.S. Customs and Border Protection
passenger and cargo screening systems, port screen-
ing equipment, forensic data, surveillance tech-
nology, and technology to scan contraband, and re-
lating to systems and equipment used by the De-
partment of Defense in deployments to support the
Department of Homeland Security at the United
States border.

(b) MITIGATION.—Upon completion of the threat risk

assessment required under subsection (a), the Secretary
of Homeland Security and the Secretary of Defense shall,
to the extent practicable, take timely action to mitigate
any 1dentified cyber risks to the technologies, systems, and

equipment identified in such assessment.

(¢c) FOrM.—The threat risk assessment required

under subsection (a) shall be submitted in classified form.
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  Add at the end of subtitle C of title XVIII the following: 
  
  1859. Threat risk assessment on efforts by the Department of Homeland Security and Department of Defense to prevent cyber attacks in technologies, systems, and equipment deployed at the United States border 
  (a) In general Not later than 180 days after the date of the enactment of this Act, the Secretary of Homeland Security, in consultation with the Secretary of Defense, shall submit to the congressional defense committees, the Committee on Homeland Security of the House of Representatives, and the Committee on Homeland Security and Governmental Affairs of the Senate a threat risk assessment to support the Department of Homeland Security to bolster the cyber integrity of technology, systems, and equipment used by the Department of Homeland Security and the Department of Defense in border security operations at the United States border that— 
  (1) describes efforts by the Department of Homeland Security and the Department of Defense to prevent cyber attacks to technologies, systems, and equipment in use by U.S. Customs and Border Protection or active-duty Department of Defense personnel in deployments to the United States border; and 
  (2) assesses the cyber-threat landscape, including relating to U.S. Customs and Border Protection passenger and cargo screening systems, port screening equipment, forensic data, surveillance technology, and technology to scan contraband, and relating to systems and equipment used by the Department of Defense in deployments to support the Department of Homeland Security at the United States border. 
  (b) Mitigation Upon completion of the threat risk assessment required under subsection (a), the Secretary of Homeland Security and the Secretary of Defense shall, to the extent practicable, take timely action to mitigate any identified cyber risks to the technologies, systems, and equipment identified in such assessment.
  (c) Form The threat risk assessment required under subsection (a) shall be submitted in classified form. 
 

