
AMENDMENT TO 

RULES COMMITTEE PRINT 119–33 

OFFERED BY MR. CASE OF HAWAII 

At the end of subtitle A of title XVI, add the fol-

lowing new section: 

SEC. 16ll. STUDY ON INDO-PACIFIC CRITICAL COMMER-1

CIAL SATELLITE GROUND STATIONS. 2

(a) STUDY.—The Secretary of the Air Force (acting 3

through the Space Systems Command), in consultation 4

with the Commander of the United States Indo-Pacific 5

Command, shall conduct a comprehensive study on the se-6

curity, physical, cyber, and geopolitical vulnerabilities of 7

commercially owned and operated satellite ground-based 8

nodes located within the Indo-Pacific region that are rel-9

evant to a potential crisis or conflict in the region. 10

(b) ELEMENTS.—The study under subsection (a) 11

shall include the following: 12

(1) An assessment of key contractor owned and 13

managed locations for both primary and backup ca-14

pabilities in a crisis or conflict. 15

(2) An assessment of physical vulnerabilities to 16

adversary attacks, including with respect to un-17
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manned aerial systems and unconventional warfare 1

sabotage. 2

(3) An analysis of potential cyber intrusions, re-3

mote information technology network breaches, sig-4

nal jamming, and data spoofing targeting commer-5

cial uplink and downlink infrastructure. 6

(4) An evaluation of host-nation regulatory 7

frameworks, legal authorities, and diplomatic pres-8

sures that could force a commercial operators to 9

cease support for the military operations of the 10

United States during a crisis or conflict. 11

(5) An assessment of the ability of contractors 12

to quickly adjust minimum security requirements 13

during a crisis or conflict. 14

(6) Recommendations for operational 15

redundancies, expanded governmental security sup-16

port during conflict, and treaty safeguards for essen-17

tial commercial operations. 18

(c) REPORT.— 19

(1) REQUIREMENT.—Not later than 180 days 20

after the date of the enactment of this Act, the Sec-21

retary shall submit to the congressional defense com-22

mittees a report containing the findings of the study 23

and any recommendations for regulatory or congres-24

sional actions. 25
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(2) FORM.—The report under paragraph (1) 1

shall be submitted in unclassified form, but may in-2

clude a classified annex. 3

◊ 
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Amendment to


Rules Committee Print 119–33


Offered by Mr. Case of Hawaii


At the end of subtitle A of title XVI, add the following new section:


SEC. 16__. Study on Indo-Pacific critical commercial satellite ground stations.

(a) Study.—The Secretary of the Air Force (acting through the Space Systems Command), in consultation with the Commander of the United States Indo-Pacific Command, shall conduct a comprehensive study on the security, physical, cyber, and geopolitical vulnerabilities of commercially owned and operated satellite ground-based nodes located within the Indo-Pacific region that are relevant to a potential crisis or conflict in the region.


(b) Elements.—The study under subsection (a) shall include the following: 


(1) An assessment of key contractor owned and managed locations for both primary and backup capabilities in a crisis or conflict.


(2) An assessment of physical vulnerabilities to adversary attacks, including with respect to unmanned aerial systems and unconventional warfare sabotage.


(3) An analysis of potential cyber intrusions, remote information technology network breaches, signal jamming, and data spoofing targeting commercial uplink and downlink infrastructure.


(4) An evaluation of host-nation regulatory frameworks, legal authorities, and diplomatic pressures that could force a commercial operators to cease support for the military operations of the United States during a crisis or conflict.


(5) An assessment of the ability of contractors to quickly adjust minimum security requirements during a crisis or conflict.


(6) Recommendations for operational redundancies, expanded governmental security support during conflict, and treaty safeguards for essential commercial operations.


(c) Report.— 


(1) REQUIREMENT.—Not later than 180 days after the date of the enactment of this Act, the Secretary shall submit to the congressional defense committees a report containing the findings of the study and any recommendations for regulatory or congressional actions.


(2) FORM.—The report under paragraph (1) shall be submitted in unclassified form, but may include a classified annex.
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  At the end of subtitle A of title XVI, add the following new section:
 
  16__. Study on Indo-Pacific critical commercial satellite ground stations
  (a) Study The Secretary of the Air Force (acting through the Space Systems Command), in consultation with the Commander of the United States Indo-Pacific Command, shall conduct a comprehensive study on the security, physical, cyber, and geopolitical vulnerabilities of commercially owned and operated satellite ground-based nodes located within the Indo-Pacific region that are relevant to a potential crisis or conflict in the region.
  (b) Elements The study under subsection (a) shall include the following:
  (1) An assessment of key contractor owned and managed locations for both primary and backup capabilities in a crisis or conflict.
  (2) An assessment of physical vulnerabilities to adversary attacks, including with respect to unmanned aerial systems and unconventional warfare sabotage.
  (3) An analysis of potential cyber intrusions, remote information technology network breaches, signal jamming, and data spoofing targeting commercial uplink and downlink infrastructure.
  (4) An evaluation of host-nation regulatory frameworks, legal authorities, and diplomatic pressures that could force a commercial operators to cease support for the military operations of the United States during a crisis or conflict.
  (5) An assessment of the ability of contractors to quickly adjust minimum security requirements during a crisis or conflict.
  (6) Recommendations for operational redundancies, expanded governmental security support during conflict, and treaty safeguards for essential commercial operations.
  (c) Report
  (1) Requirement Not later than 180 days after the date of the enactment of this Act, the Secretary shall submit to the congressional defense committees a report containing the findings of the study and any recommendations for regulatory or congressional actions.
  (2) Form The report under paragraph (1) shall be submitted in unclassified form, but may include a classified annex.
 

