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AMENDMENT TO RULES CoMM. PRINT 115-70

OFFERED BY MR. BRENDAN F. BOYLE OF

PENNSYLVANIA

At the end of subtitle ' of title XII, add the fol-

lowing:

1 SEC.
2
3

12 . UNITED STATES CYBERSECURITY COOPERA-
TION WITH UKRAINE.

(a) STATEMENT OF Poricy.—lIt is the policy of the

4 United States to—

5 (1) reaffirm the United States-Ukraine Charter
6 on Strategic Partnership, which highlights the im-
7 portance of the bilateral relationship and outlines
8 enhanced cooperation in the areas of defense, secu-
9 rity, economics and trade, energy security, democ-
10 racy, and cultural exchanges;
11 (2) support continued cooperation between
12 NATO and Ukraine;
13 (3) support Ukraine’s political and economic re-
14 forms;
15 (4) reaffirm the commitment of the United
16 States to the Budapest Memorandum on Security
17 Assurances;
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(5) assist Ukraine’s efforts to enhance its cy-
bersecurity capabilities; and

(6) improve Ukraine’s ability to respond to
Russian-supported disinformation and propaganda
efforts in cyberspace, including through social media
and other outlets.

(b) SENSE OF CONGRESS.—It is the sense of Con-

oress that the Secretary of State should take the following
actions, commensurate with United States interests, to as-

sist Ukraine to improve its cybersecurity:

(1) Provide Ukraine such support as may be
necessary to secure government computer networks
from malicious cyber intrusions, particularly such
networks that defend the critical infrastructure of
Ukraine.

(2) Provide Ukraine support in reducing reli-
ance on Russian information and communications
technology.

(3) Assist Ukraine to build its capacity, expand
cybersecurity information sharing, and cooperate on
international c¢yberspace efforts.

(¢) REPORT.—Not later than 180 days after the date

of the enactment of this Act, the Secretary of State shall

24 submit to the congressional defense committees and the

25

Committee on Foreign Affairs of the House of Representa-

G:\VHLC\051818\051818.148.xml (69500212)

May 18, 2018 (1:43 p.m.)



G:\M\IS\BOYLPA\BOYLPA_062.XML

3
1 tives and the Committee on Foreign Relations of the Sen-
2 ate a report on United States cybersecurity cooperation
3 with Ukraine. Such report shall also include information
4 relating to the following:
5 (1) United States efforts to strengthen
6 Ukraine’s ability to prevent, mitigate, and respond
7 to cyber incidents, including through training, edu-
8 cation, technical assistance, capacity building, and
9 cybersecurity risk management strategies.
10 (2) The potential for new areas of collaboration
11 and mutual assistance between the United States
12 and Ukraine in addressing shared cyber challenges,
13 including cybererime, critical infrastructure protec-
14 tion, and resilience against botnets and other auto-
15 mated, distributed threats.
16 (3) NATO’s efforts to help Ukraine develop
17 technical capabilities to counter cyber threats.
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